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DESIGNATION CRITERIA I AUTHORITY
Informiation must meet one or more of the following:
= Provides Morthrop Gremman a competitive edge.

= Unrestricied, outside disclosure may cause adwerse effects to Morthrop
Grumman or o an individual.

= Relates to or descrbes some aspect of the company's business that is not
generally known outside the company.

= Indicates operational direction over a period of time that is not otherwise
knowmn cutside the company.

= |5 important to the technical or financial aspects of a product or the
business as a whole and is not generally known cutside the company.

Diesignation Auwthority:

= Cinginator

FROCESS | MARKING [ IDENTIFICATION

Print Medi

= Mark the tiledcover page and all pages contaming PrivateProprietany
Lewel | infomation.

- Aftach appropriate covershest

Electronic Media

= Marklabel removable storage media "MG PIP L (tapes, diskettes, CO's,
memony sticks, etc. )

= Insert appropriate coversheet.

SIORAGE (Print and Electronic Medial

= Keep in lockabée container, office, or approwed open area fo which access is
coninoli=d during working howrs and secured during nonworicng howrs.
Business units may designate open storage limitations.

= Elecimonic media must be encrypied.

TRANSMISSION | DISSEMINATION

INTERNAL [within access-conirolled company slemeants, Includng subcidiares, of
when elecionically ransmitied via the Northmg Gnimman Giobal Mebwon)

Erint Media

= Lize private/proprietary envelope for company mail.

Electronic Media

= Transmit via the Morthrop Gremman Global Metwork using nomal
procedunes; no addifional protecton required.

EXTERMAL [Cwislde company slements, Including subsidianes, and whenaver
gsctonically Tansmitied via the Intemet or oiher non-Horfoog Gremman sysiem;)

Lrint Media
-U.5. Mail

» BExpress Carrier

=Hand camy; maintain in possession of a company employes.
Elecironic Medi

= Encrypled transmission onbhy.

Het.:un in accordance with 00 MNo. P.EEIE Har::::n:ls, Mana;errert.

DISPOSITION-DESTRUCTION

Print Media

= Place in a bum bared or shred.

= ic Medi

= BElectronically dedete file and reuse the media.

MOTE: A business-type stnp shredder is sufficient as a mimirmum shredding process for Level | waste paper. Shredder remains may be
collected and disposed of with regular waste paper. Lewvel | sensitive scrap may be released to a contracted destruction supplier provided the

semvice confract includes an appropriate nondisclosure agreement. The cognizant company element Law Department shiould be contacted

for any additional guidance.
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The moment

* Attitude

IG is your abbibude

Nobt your apbitude

That determines your altibude
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The moment

e Attitude
* Humility

* Adversity
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The moments

* Adversity

* Humility

* Attitude



Thank you, Mick Jaggers!

ELEVATE

Don’t Wait. Elevate.



